Subject overview: KS4 Computer Science

	Subject Rationale (Intent)

	The computer science department aims for all students to have a robust understanding of the role of computers in our lives and to have developed transferable skills that can be used in future education or employment.

[bookmark: _asukix16zklt]The Computer Science Department is given direct guidelines for KS4 content via the national curriculum that incorporates the skills that need to be covered across the two year key stage. As a department we are keen to ensure the curriculum is broad, challenging and developmental. Therefore when mapping out the programme of study and schemes of work for each year, we must ensure they contain materials that allow for previous subject content to be built upon, whilst also allowing for breadth and depth in preparation for the skills needed for future education or employment. As a department we aim for students to develop a keen interest in the field of computer science. Pupils develop their capability, creativity and knowledge in computer science by programming a number of solutions to different problems. They develop and apply their analytic, problem-solving, design, and computational thinking skills, alongside understanding how changes in technology affect the environment and the society. 

An example of this is ensuring that sound and solid knowledge of computer systems, computational thinking, programming, networks, data storage, environment and social issues are taught. All topics covered allow for growth across the key stage and into the next. 

Alongside this we have ensured that the assessments in place allow for subject review and also developmental skills that work directly with the 9-1 grid to prepare students for the GCSE written papers. 


	Exam specification

	Computer Science follows the OCR exam specification. Year 11 are following the J276 specification whilst Year 10 are following the J277 specification. 















	Feedback in Computer Science at KS4
	Literacy / Oracy

	Formative 
· Whole class checks: RAG cards & MWB 
· Cold calling 
· Low-stakes peer and self-assessment
· Extended writing within the lesson- teacher stamp & comments where applicable 

Summative
· Entry tickets
· Exit tickets
· Written assessments 
· End of Year Exams
· Explicit success criteria identified for assessments
DIRT lessons to give students the time to respond to teacher targets/develop 
written work
Verbal feedback
Whole class feedback


	· Keyword identified, defined and pronounced and written in books.
· Word banks to support using correct terminology
· Written sources
· Teacher led leading
· Whole class reading
· Modelled reading aloud using full sentences
· Highlighting of text
· Open and closed questions related to text
· Oracy stems
· Use of acronyms
· Note making/summarising
· Opportunities for structured talk - i.e., think, pair, share, write
· Opportunities for presentation/public speaking/role play
· Glossary of keywords provided where necessary


	YEAR 10 

	Term
	Topic sequence
(What are you teaching?)
	Topic and sequence rationale 
(Why are you teaching this and how does it link to prior learning?)
	Main method of assessment

	Term 1:1
	Computer Systems

Architecture of the CPU:
· The purpose of the CPU:
· The fetch-execute cycle
· Common CPU components and their function:
· ALU (Arithmetic Logic	Unit)
· CU (Control Unit)
· Cache
· Registers
· Von Neumann	architecture:
· MAR (Memory Address Register)
· MDR (Memory Data Register)
· Program Counter
· Accumulator

CPU performance:
· How common	characteristics	of CPUs affect their performance:
· Clock speed
· Cache size
· Number of cores

Embedded systems:
· The purpose and characteristics of embedded system
· Examples of embedded systems

Secondary storage:
· The need for secondary storage
· Common types of storage:
· Optical
· Magnetic
· Solid state
· Suitable storage devices and storage media	for a given application.
· The advantages and disadvantages of different storage devices and storage media	relating to these characteristics:
· Capacity
· Speed
· Portability
· Durability
· Reliability
· Cost
	This topic builds upon KS3 topics computer systems and networks. Students explore all different types of hardware and software components that make up computer systems as well as looking at more complex computer architecture and the factors that affect the performance of a CPU. This will allow students to understand how to improve the performance of a computer system and network. Flipped learning delivered by Seneca for each topic. 
Students will be familiar with basic hardware, software and devices from KS3 and how these are used within a computer system. Flipped learning delivered by Seneca for each topic. 

	Written test-students complete a summative assessment that focuses on what components make up a computer system and how these interact with each other.

	
	
Data storage

· The units of data storage:
· Bit
· Nibble (4 bits)
· Byte (8 bits)
· Kilobyte (1,000 bytes	or  1 KB)
· Megabyte (1,000 KB)	
· Gigabyte (1,000 MB)
· Terabyte (1,000 GB)	
· Petabyte (1,000 TB)	
· How data needs to be converted into a binary format to be processed by a computer
· Data capacity and calculation	of data capacity requirements


	This topic builds upon computer systems and KS3 topics. Students explore the data capacity of storage devices, study the computer systems topic further alongside understanding how the higher the quality of files being stored affect the binary used. Students will look at how data is stored within computer systems and how a computer operates using Boolean logic as well as calculating the size of files based on the binary used. This will allow students to understand how computers communicate with devices and other computers on a network and how software is stored within a computer system. Cross curricular: Technology, Mathematics and Science.

This topic builds upon computer systems and KS3 topics. Students should understand how computers communicate and how to do simple binary addition and conversations between bases. Flipped learning delivered by Seneca for each topic.
	Written test-students complete a summative assessment that focuses on how computer systems store data and conversions between different basis.

	Term 1:2
	Data storage

· Numbers:
· How to	convert positive denary	whole numbers to binary numbers (up to and including 8 bits) and vice versa
· How to add two binary  integers together (up to and including 8 bits) and explain overflow errors which	may occur
· How to	convert positive denary	whole numbers into 2-digit hexadecimal numbers and vice versa
· How to	convert binary integers to their hexadecimal equivalents and vice versa
· Binary shifts
· Characters
· The use of binary codes to represent characters
· The term ‘character set’
· The relationship between the number of bits per character in a character set, and the number of characters which can be represented, e.g.:
· ASCII
· Unicode

· Images
· How an image	is represented as a series of pixels, represented in	binary
· Metadata
· The effect of colour depth and resolution on:
· The quality of the image
· The size of an	image file.
· Sound
· How sound can be sampled and stored in digital form
· The effect of sample rate, duration and bit depth on:
· The playback quality
· The size of a sound file
	
	

	
	
System software

Compression:
· The need for compression
· Types	of compression:
· Lossy
· Lossless
Operating systems:
· The purpose and functionality of operating systems:
· User interface
· Memory management and multitasking
· Peripheral management and drivers
· User management
· File management


	This topic builds upon computer systems and data storage. Students explore how system software such as the operating system manages the different devices within a computer system and how software can be created and used. Students also look at how different compression techniques change the quality and size of a file. This will allow students to link how the CPU and operating system work together to manage the devices and how the operating system deals with memory management. It will also give students understanding of the different operating systems and how they are designed. This will allow students to link topics that have been taught previously.
This topic builds upon the computer systems and data storage topics. Students should understand how data is stored within a computer system and the different types of input and output devices. Flipped learning delivered by Seneca for each topic. 



	Written test-students complete a summative assessment that focuses on what is systems software, what different types of system software does and it impacts a computer system.

	Term 2:1
	System software

Utility software:
· The purpose and functionality of utility software
· Utility system software:
· Encryption software
· Defragmentation
· Data compression

	
	

	
	Computer networks, connections and protocols 

Networks and topologies:
· Types of network:
· LAN (Local Area Network)
· WAN (Wide Area Network)
· Factors that affect the performance of networks
· The different roles of computers in a client-server and a peer-to peer network
· The hardware	needed to connect stand-alone computers into a Local Area Network:
· Wireless access points
· Routers
· Switches
· NIC (Network Interface Controller/Card)
· Transmission	media
· The Internet as a worldwide collection of computer networks:
· DNS (Domain Name Server)
· Hosting
· The Cloud
· Web servers and clients
· Star and Mesh network topologies


	This topic will build upon and link computer systems, data storage and system software as well as the network unit in KS3. It will allow exploration of networks and the different protocols they can use to communicate with each other, the modes of transport available and what different servers do within a network. Students will also look at the hardware and software needed to create networks and different the different factors that affect the performance of a network. This will allow students to understand and link how computer system hardware and software communicates across a network as well as the students learning about how e-mail, images, files and music could be sent across a network using different protocols alongside how compression (taught in the previous topic) could impact the speed of which they are sent on a network.
This topic will build upon KS3 topic networks and link computer systems, data storage and system software. Students should know the different types of topologies and the different types of hardware and software that make up computer systems. They should also be familiar with how computers communicate with each other. Flipped learning delivered by Seneca for each topic. 

	Written test-students complete a summative assessment that focuses on how computers are connected to create a network. The different types of networks and the advantages and disadvantages are each network topology.

	Term 2:2
	Computer networks, connections and protocols 

Wired and wireless networks, protocols and layers:
· Modes of connection:
· Wired
· Ethernet
· Wireless
· Wi-Fi
· Bluetooth
· Encryption
· IP addressing and MAC addressing
· Standards
· Common protocols including:
· TCP/IP	(Transmission Control Protocol/Internet Protocol)
· HTTP	(Hyper	Text Transfer Protocol)
· HTTPS (Hyper Text Transfer Protocol Secure)
· FTP (File Transfer Protocol)
· POP (Post Office Protocol)
· IMAP (Internet Message Access Protocol)
· SMTP	(Simple Mail Transfer Protocol)
· The concept of layers
	
	

	
	
Network security

Threats to computer systems and network:
· Forms	of attack:
· Malware
· Social engineering, e.g. phishing, people as the ‘weak point’
· Brute-force attacks
· Denial	of service attacks
· Data interception and	theft
· The concept of SQL injection
	This topic links Computer networks, connections and protocols. Students are introduced to malware that could harm a network, the different types of attacks that might happen to a network and how these could look for weaknesses within the hardware or software of the network. Students also explore how these attacks can be minimised/reduced. This allows us to understand how networks can be attacked depending on the hardware and software used within the network which would require them to link back to the previous unit.
This topic links Computer networks, connections and protocols. Students should be familiar with the hardware and software that make up a computer system and a network as well as how computers on a network communicate with each other. Flipped learning delivered by Seneca for each topic. 
	Written test-students complete a summative assessment that focuses on how threats are there to networks and how these can be reduced.

	Term 3:1
	Network security 

Identifying and preventing vulnerabilities:
· Common prevention methods:
· Penetration testing
· Anti-malware software
· Firewalls
· User access levels
· Passwords
· Encryption
· Physical security

	
	

	Term 3:2
	Ethical, legal, cultural and environmental impact

· Impacts of digital technology on wider society including: 
· Ethical issues
· Legal issues 
· Cultural issues
· Environmental issues
· Privacy issues

	This topic will build upon and link ethics and cybersecurity in KS3. It introduces ethical, legal, cultural, environmental and privacy issues and using a verity of examples of digital technology and how these impacts on society. Student will be able to discuss the impact of technology based around a number of issues as well as the purpose of each piece of legislation and the specific actions it allows or prohibits.
This allows us to understand how legislation is used to protect our data online and the consequences if any of the laws are broken. Students will also look into the ethical side of computer science and come up with their own ideas of what is ethical and what is not and the justification why. Cross curricular: Politics, Business, History, Geography and Law.

This topic will build upon and link ethics and cybersecurity in KS3 students should be use to the idea of laws protection data and networks and the ethical implications of technology.
	Written test-students complete a summative assessment that focuses on how laws and ethical implications of the use of data.

	YEAR 11

	Term
	Topic sequence
(What are you teaching?)
	Topic and sequence rationale 
(Why are you teaching this and how does it link to prior learning?)
	Main methods of assessment

	Term 1:1
	Boolean logic
· Logic gates
· Logic circuits 
· Truth tables

	This topic build upon data storage and looks at how data can be used within logic gates. Students will look at simple logic diagrams using the operators AND, OR and NOT. They will combine logic gates using Boolean operators using AND, OR and NOT to create a logic circuit. Cross curricular: Science.

Students will the create truth tables to identify all the possible inputs and outputs of these circuits. Students will apply logical operators in truth tables to solve problems 

	Written test with scenarios, requiring students to create a logic circuit and/or complete a truth table.

Written test-students complete a summative assessment.

	Term 1:1
	Algorithms

computational thinking:
· abstraction
· decomposition 
· algorithmic thinking

Designing, creating and refining algorithm:
· Identify	 the inputs, processes, and outputs for a problem
· Structure diagrams
· Create, interpret, correct, complete, and refine algorithms using:
· Pseudocode
· Flowcharts
· Reference language/high-level programming language

Searching and sorting algorithms

· Standard searching algorithms: 
· Binary search
· Linear search

· Standard sorting algorithms: 
· Bubble sort 
· Merge sort
· Insertion sort 

	This topic builds upon KS3 algorithms and data in computer systems unit and students explore different ways to display information such as structure diagrams, trace tables and algorithms to design and test a program. They will also look at hoe data is sorting and searched for within a computer system building up even more ways that this could be done from KS3. Students will also examine how a computer sorts and searches through small and large data sets and which algorithm would be best to use. This will allow students to understand how to present information for the design stage of a program. It also allows students to see the process of creating a program before they move onto the next topics where they will be looking at programs and their environments. Cross curricular: Science.

This topic builds upon KS3 algorithms and data in computer systems. Students should be familiar with and be able to design basic algorithms using flowcharts, pseudocode and some types of sorting and searching algorithms.
	Written test with scenarios (relates to both section A and B of component 2) Written test-students complete a summative assessment that focuses on how to create a program project using a range of different scenarios (section B paper 2)

	Term 1:2
	As above
	As above
	As above

	Term 2:1
	Programming fundamentals

· the use of variables, constants, operators, inputs, outputs and assignments
· the use of the three basic programming constructs used to control the flow of a program:
· sequence
· selection
· iteration (count and condition controlled loops)
· the use of basic string manipulation
· the use of basic file handling operations:
· open
· read
· write
· close
· the use of records to store data
· the use of SQL to search for data
· the use of arrays (or equivalent) when solving problems, including both one and two dimensional arrays
· how to use sub programs (functions and procedures) to produce structured code
· the use of data types:
· integer
· real
· Boolean
· Character and string
· Casting
· the common arithmetic operators
· the common Boolean operators.
· Queries and wild cards:
· Select
· From
· Where
· *
· %

Producing robust programs:
· defensive design considerations:
· input sanitisation/validation
· planning for contingencies
· anticipating misuse
· authentication
· maintainability:
· comments
· indentation
· the purpose of testing
· types of testing:
· iterative
· final/terminal
· how to identify syntax and logic errors
· selecting and using suitable test data.
	This topic builds upon algorithms and KS3 programming. Students create programs that use different types of programming constructs as well as using code that will manipulate the program to do certain things with the data that is entered. Students will also use functions, procedures and file handling within their codes. Students also get introduced to Structured Query Language to search for information within databases.
This topic builds upon algorithms and KS3 programming. Students should be familiar with data types and basic programming techniques. Students should also know the different programming constructs used in algorithms (but not yet be able to program them) alongside understanding what a database is. Flipped learning delivered by Seneca for each topic. 
	Written test-students complete a summative assessment that focuses on identifying programming constructs and fundamentals within code and how to write high level programs using scenarios.

	Term 2:2
	Defensive design

· Defensive design considerations:
· Anticipating misuse
· Authentication
· Input validation
· Maintainability:
· Use of sub programs
· Naming conventions
· Indentation
· Commenting

Languages

· Characteristics and purpose of different levels of programming language:
· High-level languages
· Low-level languages
· The purpose of translators
· The characteristics of a compiler and an interpreter
· 
The Integrated Development Environment (IDE)

Common tools and facilities available in an Integrated Development Environment (IDE):
· Editors
· Error diagnostics
· Run-time environment
· Translators
	This topic will build upon the programming project and students will have the opportunity to test and develop a program as well as see how a program can be written to make sure it is maintainable. They will also explore the differences between high- and low-level languages and the tools that IDEs offer programmers. 

[bookmark: _6i9a6k5kzdf5]This topic will build upon the programming project. They should be familiar with testing a program and using an IDE.
	Written test with scenarios (relates to both section A and B of component 2) Written test-students complete a summative assessment that focuses on how to create a program project using a range of different scenarios (section B paper 2)

	
	
	
	

	Term 3:1
	Preparation for summer examinations
	Preparation for summer examinations
	Preparation for summer examinations

	Term 3:2
	Preparation for summer examinations
	Preparation for summer examinations
	Preparation for summer examinations



